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EXAMINER'S AMENDMENT 

1 . An examiner's amendment to the record appears below. Should the changes 
and/or additions be unacceptable to applicant, an amendment may be filed as provided 
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be 
submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview 
with Attorney Kenneth Nigon on June 8, 2006. 

The application has been amended as follows: 

Within the specification on page 10, please amend the following: 
[0031] It is contemplated that the present invention may be 
embodied in computer program instructions that cause a computer to perform the steps 
of the invention. These computer program instructions may be embodied in a computer- 
readable carrier such as an integrated circuit, memory card, magnetic or optical disk or 
a rad i o fr e quency or aud i o fr e quency carri e r wave . 

DETAILED ACTION 

2. Claim 6 has been amended. 

3. Claims 1-22 are pending. 

Response to Arguments 

4. Applicant's arguments filed 28 March 2006 have been fully considered and they 
are persuasive. 

Allowable Subject Matter 

5. Claims 1-22 are allowed. 
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6. The following is an examiner's statement of reasons for allowance: The present 
invention is directed toward a computer architecture that allows secure remote access 
and transmission using a generalized password scheme with biometric features. Claims 
1,3, and 16, identifies the uniquely distinct features "obtaining biometric data from a 
user, generating a one-time password for the user, and combining the biometric 
data and the one-time password to form the strong password ". Claims 3,12, and 
18, identifies the uniquely distinct features "encrypting the secure data using an 
encryption key to obtain encrypted data if the one-time password matches the 
calculated one-time password and the probability that the biometric data is from 
the user exceeds a predetermined threshold value, combining the strong 
password, the encryption key, and the encrypted data, and transmitting the 
combined strong password, encryption key, and the encrypted data to the user". 
The closest prior art, Baird, III et al. (Pub No. 2004/0230807) discloses an 
authentication method and apparatus for providing secure access to a network device 
or online resource for the purpose of communicating with or controlling the device or 
resource, wherein access to the device is gained through an authentication process 
during which a user password and biometrics are provided to the device, either 
singularly or in combination, fail to anticipate or render the above underlined limitations 
obvious. The closest prior art, Epstein (Pub No. 2002/0124176) discloses a biometric 
mechanism that preserves the integrity of the integrity of the biometric, either singularly 
or in combination, fail to anticipate or render the above underlined limitations obvious. 
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7. Therefore, claims 1,3,6,12, and 18 and the respective dependent claims 2,4- 
5,7-11,13-17, and 19-22 are in condition for allowance. 

Conclusion 

Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Courtney D. Fields whose telephone number is 571- 
272-3871. The examiner can normally be reached on Mon - Thurs. 6:00 - 4:00 pm; off 
every Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 





June 8, 2006 



Matthew smithers 

PRIMARY EXAMINER 



